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! : ‘ £ Daniel Stenberg
Codestyle = =

' ‘”-\Easy to read =
Easy to understand =
Easy to debug '

- Consistent -—~ =
Av0|d raw memory management =
~ Written for humans =
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Banned functions

= — - Bt
- . > o, - — i

easy to\ get—wro ng fu nctlons
‘not tread-safe functions
not portable enough functlons f

_ functlons we have our own |mplementat|ons o~
(strcat gets sscanf strtol, atoi, s prmtf snprmtf strtok and
several more)
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Complexitychecks

Capped maX|mum compleX|ty
Capped maX|mum functlon\length
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Review bots:
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Several rewew bots help us catch omlssmns GltHub
Copllot Augment rewew Als{eAnalyzer —
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REUSE compliant

—— ——
P —— T
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T e
— z —

Every ﬁle has a copyrlght statement
Every ﬁle has llcense speelﬁer
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Document everything
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= lnternal APIs

Concepts
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! : ‘ £ Daniel Stenberg
Many tests =

/_ - =’ ..‘.
-l ~ o =

*\»

e Thousands of tests =
e Catch regressmns — ==
e Verlfy functlonallty =
Add tests for all new fu nctlenallty |
Ideally add tests for bugﬁxes too =

- Always add more tests
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- SiEE Daniel Stenberg
Torture tests

Build W|th a debugﬂptlon im = lTest case is ﬁrst run once.
Use wrapper functlons for falllble ~ Countfallible functlon mvokes N
functions: = =" ~. == — Rerun the test case N times

Wrappers can optionally retur’ri"er"ro_r ~ For each iteration, make next
‘ = | = = functlon fall

~ Verify no crash and no memory leak
Repeat for all tests '
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Cl like crazy:
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220+ jObS per commlt and push
they usually complete within 10 mmutes
= 15 CPU days/day =
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Compiler options
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All plcky compller optlons —
-Werror |
Always ﬁx every problem
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Code analyzers

Sm—

Multlple tradltlonal statlc code analyzers clang-tldy,
* . ' CodeSonar Coverlty
Multlple AI powered analyzers- ZeroPath Codex Securlty
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—\three SO far

©2016:Cure 53 = 7CVEs
el 2022 Trail of Bits => 2 CVEs =
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Code style

No git force push

Valgrind and
sanitizers

git backup on
codeberg

Banned functions

No confusable
Unicode

Al + static code
analyzers

Vulnerabilities
fixed in next
release

Complexity checks

Document
everything

Fuzzing, in Cl and
non-stop

Document
vulnerabilities
thoroughly

Human reviews

Many tests

read-only Cl jobs

Code audits

Securing curl

Review bots

torture tests

zizmor the Cl jobs

(strong) 2fa for all
committers

Everything done in the open - accessible and transparently

No binary blobs

Cl like crazy

Reproducible
EEENES

APl and ABI
stability allows
always-update

Daniel Stenberg

REUSE compliant

All picky compiler
options and
-Werror

Signed releases,
commits, tags

private security
reporting
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% CDN by Fastly
% anycast DNS

% stat
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License

This presentation and 1ts contents are
licensed under the Creative Commons
Attribution 4.0 g
http://creativecenmons g/l i censes/by/4.0/
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