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What more?
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Daniel Stenberg

Number of hours between security reports
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Share of reports that were bugs, not vulnerabilities
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Confirmed vulnerability rate
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AI slop rate
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Number of published vulnerabilities
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source code safety



Securing curl
Human reviews

Code audits

Code style

Fuzzing, in CI and 
non-stop

Document 
everything

AI + static code 
analyzers

Valgrind and
sanitizers

Many tests CI like crazy

Daniel Stenberg

Signed releases, 
commits, tags

Reproducible 
releases

No binary blobs

read-only CI jobs

(strong) 2fa for all 
committers

Banned functions Complexity checks

No confusable 
Unicode

Review bots

All picky compiler 
options and 

-Werror

zizmor the CI jobs

Everything done in the open - accessible and transparently

Vulnerabilities 
fixed in next 

release

Document 
vulnerabilities 

thoroughly

API and ABI 
stability allows 
always-update

private security 
reporting

torture tests

git backup on 
codeberg

No git force push

REUSE compliant



@bagder

how quickly would we detect malice?
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server safety
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Fastly secures the web front
single server point of failure

few admins
DDoS

What would a breach mean?
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High-Quality Chaos
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Thirty billion installations


